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SUMMARY 
Ihor V. Pyrih, Srhii O. Prokopov, Denys V. Vodopyan. Current requirements and state real-

ities of combating organized crime. The article describes in detail the concept o
devastating impact on Ukraine's democracy, and offers suggestions on ways to identify, prevent, and stop 
professional crimes. The importance of the operational units of the National Police of Ukraine in the fight 
against professional crime in the current conditions of law enforcement reform is considered, the prob-
lems of the legislative and practical significance of the units of the criminal police are described. The 
modern legislation which defines the general principles and tactics of combating professional crime is 
analyzed and proposals for its improvement are made. Attention is drawn to the fact that, in recent times, 
the danger is not even the possibility of bribery of officials by criminal groups, but the gradual entry of 
members of criminal organizations and, even, their leaders and organizers into power structures, state 
administration, control and law enforcement bodies. 

Another problem we have outlined above is the lack of training and lack of professional experi-
ence of law enforcement officers in the fight against organized crime. The dismantling of the Organized 
Crime Offices and the establishment of Strategic Investigation Departments and their subordinate de-
partments had a mixed effect on the results of combating crime. Positive, in our opinion, is the accession 
to the body of experts in the detection and investigation of crimes of economic orientation, as organized 
crime at the present stage, as noted above, aimed at including the commission of these crimes. The nega-
tive tendency is, in our opinion, the turnover of personnel, due to the sometimes rather harsh and unfair 
conditions of competitive selection of candidates, the lack of individual approach to the staff with many 
years of work experience. One way to solve this problem is to train specialists in strategic investigations 
departments in universities with specific conditions of study, followed by a mandatory internship under 
the guidance of mentors for at least three years. 
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Introduction 

Fast development of information and communication technology has an impact on all 
spheres of present-day society. An integration of telecommunication and information systems 
enables the speeding and improves the reliability of information processing, storage and trans-
mission. It is the matter regardless the distance and way of communication. Thus opening a 
wide spectrum of possibilities in both - positive or negative directions. In its positive direction, 
this development causes and backs up huge economic and social changes not only in the Slo-
vak Re ver the world too. Technical equipment 
and technology are, in general, created to serve the people. Development of information and 
communication technologies (ICT) is very fast. Efficiency of using technics and technology is 
growing, and the areas where they are used are also spreading too.  

At present time one may not find any branch of human activity where he would not 
meet the electronics equipment, his digital software and its application. Actual time is typical 
for a larger and deeper integration of information and communication technologies with all 
ordinary household and office equipment (television set, telephone, refrigerator etc.). We will 
be encircled by technologies on our every step and still in a larger extent (Rak, 2000). Big 
question is, if we by police and other security and law enforcement services are on the right 
situation and if we are prepared accept and realised this call in the crime control. 
 

Some peculiarities and historical aspects of the digital trace theory  
and its applications in forensic science and criminalistics 

The concept of cybercrime originated in the days of the big computers and the first PCs. 
Since then, however, this area has undergone stormy developments, and further trends also 
foresee ongoing developments in our time. In addition to mainframe and personal computers, 
other technological means that connect or suitably complement the computing capabilities with 
communication in a variety of forms are commonplace. Their common platform is to digitize 
almost everything that surrounds us. Is coming internet of things. Data files often contain, in 
addition to primary content (text, photos, audio, video, etc.) metadata that characterize addi-
tional file information, e.g. about the format, style, or data of birth or replace. It is then possible 
to determine when the picture was taken, or text revised, under what lighting conditions, what 
kind of setting, including a type of camera, author of text, etc. This information found on a 
computer that is in some way related to a criminal offense can provide important information 
for the investigation. 

Everyday are used mobile phones, wireless data transfers from our personal electrical 
equipment (via WiFi, Bluetooth), electronic diaries, handhelders, digital watches audio digital 
recorders, digital camcorders and cameras, video and DVD players, or recorders, payment and 
ID cards, various recording media (CDs, DVDs, USB memory, digital camcorder and camera 
memories, optical media, etc.), rich accessories for various peripherals to all of the above men-
tioned devices. Many of the other technologies incorporate one or more dedicated processors to 
ensure the activity of the device - on-board computers, aircraft, ships, various security and 
monitoring devices, electronic identification of objects, goods, etc. All including smaller or 
bigger memories. 

More of these devices leave criminalistics and/or forensic traces of their activity, which 
have their general and individual patterns and are practically usable. It is equally clear that the 
term "computer" crime has a much wider significance today than in the past. Computer crime 
has been logically correctly understood in the past in relation to computers only. Nothing else 
existed there. Where, but to include today's criminal activity, with payment or identification 
cards containing magnetic data carriers, modification of unprotected data during their wireless 
transmission, using cryptocurrencies, and the like? A number of technological devices, even if 
they are not a means or purpose of a crime, contain a large number of different data which in 
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the course of an investigation of another crime, offense or completely different activity in the 
first phase have the classic character of the criminalistic trace, and in the final stage ideally the 
character judicial evidence. Using all of these traces, it is then possible to examine the case 
investigations, collect evidence against the perpetrator, or confirm the alibi of innocents. Trac-
es become direct or indirect evidence in the defence. On the data medium, records of the user's 
activity on a computer, a mobile phone list of the last calls of the crime victim, a video record 
of a department store or bank customers at the time in question, the vehicle's VIN number that 
the perpetrator forgot on mechanical falsification of other car numbers change, or did not 
know, in the call centre a listing of all calls made, GPS coordinates of an object (eg a car or 
victim) at a particular time, etc. 

An important source of traces can be web cameras that capture a particular area of inter-
est in real time. Live shots can be browsed via the internet from the other end of the globe. 
These cameras can be controlled remotely from our computer. Camera surveillance system 
operators are state and non-state institutions, private individuals. The cameras capture various 
objects and scenes, continuously capturing areas of crossroads, business houses, banks, cash 
dispensers, petrol stations, border crossings, technological or service spaces, tourist attractions, 
hotel lounges, etc. it is important that many applications working with webcams archive the 
images taken together with the time and place of establishment. Image frames, or their se-
quences, can thus also take the form of traces, evidence, and play an important role in investi-
gating wholly common crimes. If, at the scene, the witnesses were interviewed and tried to best 
describe the situation, today we can - we have to assess whether the space was not monitored 
by means of digital outputs that could serve as traces, a basic guideline for the investigation, 
and then evidence of far greater redundancy (a much larger amount of objective information) 
than subjective descriptions of witnesses that can even differ in diametrically. 

 
Definition of digital trace 
Every technology device that is acquired, processed, handed over, or retains data leaves 

a record of its activities. These records from a criminalistic point of view are traces. According 
to the theory of reflection as a basis of interaction, such as a person or other object or entity / 
influence, controls, triggers, or modifies the SW equipment, or its settings, or otherwise con-
trols the electronic device. These activities or changes are then reflected in the material envi-
ronment in and out of the technology. 

 In the sense of computer or cybernetic crime or cybercrime defined, or the computer or 
cyber-related crime including complexity of data-processing devices is before defined concept 
much wider than just a computer. In some works by renowned Czech and Slovak authors, we 
come up with 
defined. The concept of computer trace originated at the same time as the concept of cyber-
crime, roughly in the second half of the 1980s. Obviously, the concept of a computer trace is 
not enough today, because other electronic devices also leave traces of the same nature, charac-
ter, general or individual characteristics as a computer trace. 

In the foreign literature, there are several similar definitions defining the commonly 
used term digital evidence (digital record). It is important to note that the word "evidence" has 
a primary meaning in English  proof. We cannot find a word about modern technology in for-
eign literature (we can find the meaning of a potential digital record that has a close sense of 
clue). The cause is simple and pragmatically based - foreign theories and practices are strongly 
oriented to the outcome of the criminal process, i. the trace/evidence must be accepted by the 
court and, therefore, in the perception and subsequent use of the terms, the trace and evidence 
are automatically identified. This concept is understand as a forensic concept of digital evi-
dence. The definition of a digital trace in the home literature is a few. Any years before we use 
this concept based on research to 2010.  Our concept of digital trace was presented at 2005 
( J., 2005) : Any change in the material environment of hard-
ware memory, or captured in such a hardware carrier for data, which has criminalistic rele-
vance (related to criminalistic relevant event), is examinated (search, ensure and specific exam-
ination) with criminalistic  (forensic) informatics (cyber) methods and based on its 
examination is possible the identify for relationship of digital traces and object that created it. 

Actually, we prefer the following definition - a digital trace: A digital trace can be de-
fined as any information that is stored or transmitted in digital form and which is related to the 
investigated event with which it can be searched, to investigate and decode in advance and in 
detail by current criminalistic or forensic methods and means  2018). 
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This definition is open to any digital technology. (Rak, R., Porada, V., 2000) In this 
way, the digital trace covers both the area of computers and computer communications, as well 
as the digital transmission area (mobile phones, but also future digital objects and equipment), 
videos, audio, digital photos, camera systems data, electronic security systems data and any 
other technologies potentially associated with Hi-Tech crime. The original proposal was about 
the binary form of stored or transmitted information. The word binary has been changed to 
digital because this term is more general (the binary form is a subset of the general digital 
form). Unlike other definitions, the definition is also general in the sense that the digital trace 
does not necessarily coincide with a criminal offense, which, as we shall see below, is very 
important. The digital trace must be available not only to force ministries, criminalistic, but 
also to general forensic investigations conducted by state authorities (civil law, commercial 
laws) and commercially for the needs of independent internal or external audits. 

The International Organization of Computer Evidence (IOCE) originally defined a digi-
tal record, or a digital evidence or digital forensic trace, as any information stored or transmit-
ted in binary form that can be submitted to the court as factual evidence. The word binary ver-
sus digital has already been discussed. In this definition, emphasis is placed on providing 
evidence to the court. In practice, for example, for forensic investigations on a commercial 
basis (consultant-forensics or other firm or individual), but no exit to court may be, the result of 
the study is submitted to the management or the company's shareholder. The concept of digital 
trace as any other trace should therefore be oriented only to the correct course of the investiga-
tion and, as a result, standardize the work practices, concepts and quality elements for any in-
vestigative body, and guarantee the portability of the evidence, investigation methods among 
the various participants in the investigation, between state authorities and independent expert 
bodies and entities. 

In other proposals, the digital trace was defined as information characterizing or proving 
the commission of a criminal offense, or establishing a relationship between the offense com-
mitted and its victim, or criminal offense and perpetrator. Even here was the effort to link the 
trace only to the definition in connection with the offense committed. In the first definition 
below the digital trace, we also understand the outcome of the user's legitimate activity, which 
is in any way relevant to a general investigation, in-depth financial audit up to the level of IS 
technology. Such a definition is improperly narrowed and oriented only to a criminal offense, 
which may not always be true. In connection with digital traces, other related processes and 
entities are defined which are logically associated with digital traces and form a homogeneous 
whole. This is very important for the whole process of working with digital traces. 

These terms were defined for our needs in the project Centrum excelentnosti 
  p-

ment Operational Programme funded by the ERDF, task 3.3. by following way: 
Ensuring digital traces is a process that begins when the information or device is se-

cured or stored for preliminary or detailed expert examination. It is assumed that the digital 
trace will be finally accepted as evidence by the judicial authorities. It is further assumed that 
the retention process is reasonable and legal for working with evidence in a given geographical 
location (country). Physical and data objects become evidence only if they are acceptable to 
law enforcement agencies. Local differences and internal regulations are usually preferred in 
crime law processes. 

Data forms. Objects or information with a credible information value when associated 
with physical elements. Data forms in different objects may have different formats, but they 
can never change the original information they are typical carriers for information. Data objects 
are e.g. databases, directories, files, virtual memory information, digital video, or audio record-
ings, and other forms of data recognised for human sensation. 

Physical objects. Elements on which data objects are stored or through which they are 
transmitted. In our criminalistic concept known as carriers. Physical objects mean technologi-
cal parts, devices designed to process, store, or transmit data. In practice, they are computer 
hard drives, various storage media (floppy disks, CDs and DVDs, data tape memory cards). In 
the broader sense, all devices (computers, printers, network elements) that contain, in addition 
to digital tracess, additional information such as production numbers, dactyloscopic, or me-
chanical or biological traces and others that demonstrate the logical relationship of the physical 
device ), its user (offender) and criminal offense, or other activities of interest to the investiga-
tion. Physical objects are often and not only in Slovak police practice the subject of a broader 
widespread crimin  those as substituents of real digital 
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trace. All common methods of criminalistic /forensic and crime investigation are used as ap-
propriate. 

Originals of digital trace. Those are data objects that are secured for expert-
forensic/criminalistic searching and investigation purposes. Incorrect there are accepted physi-
cal and mater objects too. Originals of digital traces are the basic evidence. For the purposes of 
the user (perpetrator) or investigating authorities, work duplicates or copies of digital footage 
are created and with full acceptation. The process of creating them is unambiguous and there is 
no change in information content. This process, when the basic conditions are met, is always 
repeatable with the same results. Users and independent experts are then provided with ac-
quired or created basic material for further investigation with the same information value. 
Thus, the immeasurability of the original digital trace as evidence is guaranteed. 

Duplicate of digital trace. Exact digital reproduction of all data objects contained on the 
original data and physical object to physically the same type of data medium. Duplication of a 
digital traces is always created by copying all data objects of that physical object to another 
physical medium of the same type. Digital duplicates work quite well, especially in the com-
plex digital environment of computers or other digital devices where there is a wide variety of 
links between individual data objects. Because the duplicate reproduces all data objects, both 
logical and physical relationships are maintained. The duplicate can be used comfortably, safe-
ly and fully. The disadvantage can be the giant amount of information stored on duplicates. 
The data volume and the information content of all data objects are in a ratio of 1: 1 between 
the original and the duplicate. Duplicates of digital traces are primarily created for the purposes 
of evidence investigations so that we can present the original material for re-searching and re-
investigation to another, independent, knowledgeable person where the physical object itself 
can not be directly secured for the needs of the CPU for various reasons. In practice, the field 
of personal computers typically uses the image disk, which is a true duplicate of its content, a 
mirror of its original content stored in digital form. 

A copy of the digital traces. Accurate reproduction of information from the original 
physical object to another, physically independent data medium. When creating a digital trace, 
we create data objects with the same information content but physical media that may be of a 
different type. In the copy creation process, all data objects of the original physical object need 
not necessarily be reproduced, but only some of them are selected, which are essential and 
therefore necessary for further investigation. An example of this can be copying a single digital 
photo from a digital camera memory card where a lot more photos are stored. In the case of 
computer systems or digital devices, we copy individual data objects, but we create them from 
the wider context of complex environments. As a result, all functional and logical links to other 
data objects may not be retained. We make copies if it is useful for the purpose of the investi-
gation, for example, due to the size of digital trace data volume. Copies contain only part of the 
data objects of the original physical object. However, the information value of each copy object 
does not change from its original. 

Ordinary copies of digital traces may not be sufficient proof because we were mistaken 
in choosing them, providing only a certain part, etc. From the point of view of criminal-
istic/forensic searching and investigation, it is therefore crucial to have originals of digital trac-
es or their duplicates. It is possible to demonstrate transparently the eligibility and correctness 
of the chosen investigation procedure and the preparation of evidence. 

 
Specific features of digital trace. 
The concept of digital trace must always be understood in the wider context of evolving 

technologies. Below digital trace, we must not only represent the reflections of software and 
human activities in the physical environment of data storage media for computers. Digital trace 
are created by technologies that work based on modern electronics. 

In various forensic/criminalistic laboratories of world police agencies or institutes, spe-
cialized audio and video laboratories have historically been established before analytical work-
places have started to focus on expert research on computers and their associated peripheral 
devices and technologies. Audio and video laboratories perform classical analysis of sound and 
video, whether recorded by analogue or digital technology. 

The current world practice practice has a bearing on the problems of certain rivalry be-
tween all the above-described specialized areas. Each area has its own justification, its histori-
cal moments of origin, its specifics and its place in criminalistic and forensic practice. None of 
them is otherwise exceptional, priority over others. 
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Global trends in the globalization of information activities strongly erode the differ-
ences between the functionality of individual digital devices that are increasingly using com-
mon international standards for data exchange and transmission. 

Everywhere there are digital trace that blend in between the most diverse digital devices 
and can denounce the course of many activities with much greater accuracy and content than 
we are able to preserve in our human memory for a long time. 

From this point of view, practical criminalistic begins to perceive the integration of 
technological processes and objects and the expertise activity is understood in a complex way. 
Digital records their standardized data and communication formats are a sealant that combines 
exploration into the essence of digital traces and their character traits. 

 
Digital traces as field traces 
Although data and information are immaterial, material medium, with various techno-

logical equipment, format, data structure, reliability and lifespan etc., is needed in order to 
store them. The medium contains digital traces in the form of field and it is a physical compo-
nent of means of evidence. In judicial practice they can be required as physical part of evi-
dence, from which it is possible to acquire the same information again and at any time in order 
to determine ex
notebooks, smart cards, tapes, floppy disks, CDs and DVDs, mobile phones, personal organiz-
ers  PDA etc.) are perceived in this way. If they are found on the crime scene they are secured 
and sent to laboratory for the expert examination. 

 
Latency of digital traces 
Digital traces are invisible. Latency is multiple. The records, which are processed or 

stored to the data medium, are invisible to the naked eye (with the exception of views of monitor 
screens, print screens, photographs or video recordings of screens and printed documents). The 
second level of invisibility is due to the fact that some of the records, files are invisible to the or-
dinary computer and digital technology users because there is a hidden attribute set, special set-

igi-
tal traces is comprised by deleted recordings, reformatted disks or data destroyed or changed by 
other means. Special software is needed in case of restoring them. In the same way we approach 
encrypted data, which although are visible to the user, they are without informative context. 

 

Time traceability of digital traces 
In comparison to other traces known in criminalistic or forensic practice in some case 

the digital traces can precisely determine time span of activities. 
wledge, which enables him to fully use information and 

archival sources of application program equipment. Knowledge of user/perpetrator is signifi-
cant as well. If the user does not have particular knowledge, then digital traces of great im-
portance can be found in the document. A good example is utilization of functionality revision 
of Word. If the user is unaware of all the implications, he can unintentionally provide commer-
cial competitor with restricted and internal information, which in extreme case can end up by 
filing a complaint (slander, information leak, information abuse in commerce, etc). If all ver-
sions of working documents are stored, internal audit can analyse procedure of document pro-
cessing in similar way. This is determined by fact that the computers and other digital devices 
(camcorders, cameras etc.) have digital clock, which determines the activities of system SW or 
other activities of digital devices such as time lock. 

It is common that accurate time setting by a larger system is executed by automatic syn-
chronization by the Internet services and specialized transmitter so that the clock indication is 
absolutely credible. Then it is possible to determine when the user logged in/logged out, creat-
ed, deleted, ordered services, sent and received an e-mail read it and replayed to it etc. If there 
are found digital traces with a time lock, they significantly document the process of particular 
activities in time. 

Unless there is a clear identification of the user (perpetrator) in relation to computing or 
other digital technology and equipment, it is possible to use digital footprints to document all 
of its activities related to computers and other bearers with digital devices. 

 

Content of digital traces 
In specific cases digital traces have high information value on interests and activities of 

the person, the computer user or the perpetrator of the crime. From this point of view they are 
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very important for criminalistics and other forensic sciences and from the point of theory of the 
traces they are unique in comparison to other types of the traces. In many cases it is possible to 
study not only particular activities of the computer users (all the activities he has done), but 
also what information he was interested in, what information he acquired, processed, stored or 
handed in to the others. Due to these facts it is possible to determine some fields of the interest 
of the perpetrator, his motivation and to create psychological profile. 

Examples include addresses (and contents) of browsed websites, content of photos, vid-
eos, text files, etc. Analyzing the contents of a personal digital device reveals a lot of profes-
sional and intimate about its owner. The current problems, such as Facebook or other commer-
cially-oriented Internet projects, point to criminal abuse of such options. 

 
Relatively low lifespan of digital traces 
From criminalistic or forensic point view of digital traces, digital records are recorded to 

memory medium. They can be intentionally deleted by the user or systematically and automati-
c -only optical medium, in-
tended for archival purposes, is exception. They are very expensive and not very commonly 
used in the practice. The mediums are intended for recording without possibility of deleting 
them with lifespan of 50-years and over. It is possible to restore deleted recordings with the 
help of special SW, but the restoring must be done very quickly before the memory medium is 
rewritten by system means. The promptness of restoring and fixation of particular data, capaci-

i-
sive role. Besides, data can be damaged by computer viruses or hidden programmes (e.g. Tro-
jan horse). 

When transmitting data by wire or wireless means, if we have access to sender or recip-
ient filesystems (where the data is stored much longer than the transfer itself), the transmission 
time is very short and moves in a row in seconds (and even shorter!). Special means (monitor-
ing software) that store data on the storage medium and without which it is practically impos-
sible to detect meaningful real-time data content must be deployed. Trace detection in this way 
is operative and is typically performed only when checking different examinations or targeting 
the activities of the person concerned. 

 
Large data capacity of digital traces 
The volume of data in a medium-sized enterprise is in our range in a number of TBs. 

Strong centralization, arising from operational and economic reasons, is typical for computer 
and communication means. In our country data capacity is around tens TB in middle size com-
panies. Only a small part has character of a digital trace. 

In practice, it is often difficult to select the necessary relevant traces from such a large 
volume of data and evaluate them in the real short time necessary for a successful investiga-
tion. For similar reasons, it is very complicated to provide digital footprints from the Internet, 
where the amount of data grows with the number of (even short-term) connected servers being 
worked on. Digital tracks are also found on such remote servers. Data density of digital traces, 
among other data with development of new technologies, constantly decreases 

The digital trace itself is not limited by physical capacity. New technologies for data 
comprising are developed. It means that larger data capacity is saved to the same capacity of 
data medium. 

The data density of digital tracks between other data and the development of new tech-
nologies is steadily declining 

The digital footprint itself is not in the normal sense limited by the physical volume. 
Still new data compression technologies are being developed, i.e., j. an ever larger amount of 
data is stored in the same volume of data medium. In parallel, new and new data media tech-
nologies are being created to save more data to the same or even smaller volumes (the 3.5 "disk 
has a capacity of 1.4 MB, CD up to 800 MB, DVD 9.5 GB and below .). In order for forensic 
analysis to be effective enough and fast to be analyzed, it must be directed to search for specif-
ic species or individual digital tracks. If we know what we're looking for, the process is very 
fast. Otherwise, the analysis will absorb a great deal of time and resources. The volume of data 
processed and stored with technology advances sharply. However, the amount of digital foot-
prints left by perpetrators does not grow at the same rate. If we define the data density of the 
digital tracks as the ratio of the data volume of the digital tracks left behind by unwanted ac-
tivities and the total volume of all data processed or stored, then this ratio - the density of the 
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digital tracks versus the data density will overall decrease in the future, j. criminal investigation 
and investigation or forensic investigations will become more and more challenging in scope. 
The digital footprint density, ie its distribution in the digital environment, is significantly pro-
longing the time of the investigation, partly because of the length of its search, and because of 
the obstacles to the effectiveness and speed of the international exchange of information and 
legal assistance. 

 
Extreme dynamics of environment of digital traces 
This particularity is typical mainly for common network environment in big institutions 

when data funds are distributed in real time. Comprehensive company applications are strongly 
centralized and dynamic with high requirements for application accessibility from the point of 
fulfilling information needs of the institution, economic and operational characteristics. Appli-
cations are included in critical company applications. It means that interruption of application 
function only for one minute (mainly in industry, transport, telecommunication, financial insti-
tutions etc.) can have disastrous existential consequences. 

In the past, this was particularly true of large institutions. At present, it is even more 
pronounced in the dynamics of large network structures of social and business networks. Ex-
tensive enterprise applications are highly centralized, with a high demand for application avail-
ability, and are therefore very dynamic in terms of meeting the institution's information needs 
and economic-operating characteristics. There are a large number of internal users (most of the 
institution's employees) and / or external partners or customers. Applications have a major im-
pact on meeting economic, competitive, security, and other goals. Critical applications must 
therefore be designed according to strict security rules (staff separation, logging - backup, data 
archiving, ongoing monitoring, etc.). If these rules are not observed in the development or op-
eration, this directly compromises the safety and operability of the structure. Investigation, 
searching, detecting and searching for a perpetrator and tracking is a very complicated matter 
with a high degree of uncertainty of the outcome and a great deal of investment and time sup-

 2017). 
 
Heterogeneity and complexity of the environment of digital traces 
Various operational systems, databases, application software and its versions, data inter-

face among applications, data formats, transferable proceedings, proceedings of operational 
records, logo etc. are commonly and concurrently used in the same organizations. Concerning 
information and communication technologies know-how of each field is covered by all sorts of 
experts. Intricacy of investigation is determined by complexity of issue, which does not have to 
be apprehended in a conceptual way. Quality and promptness of secured digital traces are pri-
mary cause of low criminal detection in connection with information and communication tech-
nologies. The investigation is not entirely clear in the first phase - just as with every survey, 
what digital tracks we are looking for and, in addition, it is necessary to effectively coordinate 
the work of all specialists, operationally and if necessary direct their synergies and require 
them with clearly qualified search and reassurance operations. The search and seizure require-
ment is also complicated by a legal qualification that needs to be properly interpreted. Digital 
footprints can be found in a variety of parts - nodal storage points of information and commu-
nication technologies, not always having to be a complete object. Sometimes it can be just part 
of the structure of the digital footprint or the signer's signature. The problem is also the fact 
that sometimes the information structures only partly duplicate internal institutional processes, 
reflecting precisely in the structure of digital data processing technologies that have become 
the means or the goal of a certain form of assault of a crime. Taking into account the analogue 
of the offending criminal group, in the ICT environment, it is absolutely necessary to have a 
team of experts who know the complex problem even from specialists (for example e-mail 

and below). Unlike in the case of a classical criminal outcast group, however, the police are not 
available for such cybercrime investigation teams. The daily rate of a top specialist in Infor-
mation and Communication Technologies is calculated at 10 times the hourly rate of working 
time of forensic technicians. 

The complexity of the environment is of paramount importance. For example, if the ob-
ject is to examine a solitary piece (computer or other technological device intended to cover the 
needs of the user or owner - mobile, electronic diary, video camera, digital camera, vehicle 
control module, etc.), which can be easily selected from the environment, then can be sent for 
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analysis to a specialized forensic / forensic organization while preserving the process rules and 
functionality of the device and can be examined separately by a highly professional team in the 
lab. But if it is a large complex object, without the possibility of separation from the system, 
such an examination must be carried out on the spot. 

 
Large geographic capacity of environment with geographic traces 
Computers are connected together around the whole world with the help of private 

computer network and the Internet, so distribution of distant data and application is possible. A 
highly experienced perpetrator, who wants to leave minimum traces behind or to make investi-
gation difficult, usually never uses the particular computer directly, but with help of other 
computers, which are theoretically and practically in absolutely different country or continent. 
Although the computer network does not recognize geographic boundaries, the investigation is 
always based on present laws of the country. 

Crime scene, involving information and communication technologies, is in some cases 
impossible to restrict geographically to a particular territory, although the digital traces are 
limited by very small technological space  - chip size, data disk etc. The crime scene can have 
virtual character due to the fact that some types of the applications use distributed processing 
concurrently on several distant servers. 

Criminalistic and Forensic searching and Investigation thus introduce other aspects in 
the process that complicate the provision of digital tracks in geographically remote locations 
with completely different laws. In some countries, the case may not be a criminal offense ei-
ther. 

The crime scene determined by the way it is committed by means of information and 
communication technologies and in connection with the provision of digital footage, acquires a 
completely new dimension and content compared to the classic crime scene in the current un-
derstanding of forensic science. The crime scene for information and communication technolo-
gies can not, in some cases, be geographically trivial limited to a certain territory, although 
digital traces are limited by their very limited technological space - the size of the chip, data 
disc or other media is actually quite small. The crime scene may even have a virtual character 
because some types of applications use distributed processing simultaneously on several physi-
cally remote servers for various reasons. 

Another factor contributing to large-scale digital footprint distribution is the compatibil-
ity of devices, their interfaces, data formats. An example example can be one and the same data 
file - e.g. Word document, or digital photo, e.g. * .jpg format, which can be stored both on the 
attacker's notebook and on a personal digital assistant (PDA as well as on a diskette, CD-ROM, 
USB key, or on a corporate server data server or on a remote server on another continent).  

 

High level of data protection makes the work with the digital traces difficult or 
impossible 

Due to the safety reasons there are a lot of data transitions and nodal points, mainly in 
file systems and databases, which are cryptographically protected 

An important element here is also the personal substrate of protection, which now ap-
pears to be the most appropriate place to penetrate  

If we are not familiar with the particular algorithm or technological means, the data in 
digital form do not have value and information for the investigation and so it is not possible to 
identify them as digital traces and conduct any further investigation. To amateurs the encrypted 
file only contains mixture of unfamiliar data. We are able to find and read their content only 
after decoding them. 

In some cases, it is difficult or impossible to continue investigations (offenders usually 
do not voluntarily announce their technological know - how and deliberately use state - of - the 
- art technologies that are not yet available to public authorities); in other cases, the injured 
entity may in certain circumstances provide the investigating authorities with the necessary 
knowledge , technological and technical means. A corrupted enterprise that has a cryptograph-
ically secure database where a defrauding type transaction has occurred, attempts to help iden-
tify the offender, discloses all information, and provides the highest system access privileges to 
investigators and Forensic and Criminal Intelligence Specialists. 

 

A digital trace is automatically identifiable and process able by specialized devices 
Since digital traces are generated as a final result by a certain technology, it is feasible 

to automatically assess the traces by technologies compatible with the former ones supposing 
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necessary conditions are preserved. 
The part of digital traces is the output of the user or the system software. These soft-

programs have very specific logic and structure, the data format; which is possible to estimate 
to a certain degree of accuracy. 

This aspect is exploited in particular cases by making use of specialized software, which 
manages to automatically assess digital traces made by algorithm devices, and identifies these 
traces with pinpoint accuracy. 

This feature of digital traces also includes the possibility of searching them with datam-
ining tools, which in the past was not applicable in the field of criminalistic traces, or only 
some of the advantages of this process - the procedure (perhaps in the future, methods of inves-

. 
One example is violating copyright laws by installing illegal software into corporate 

computers. Each installation of legal or illegal software leaves behind some information on the 
installed product in the system registers of OS Windows. 

From the viewpoint of criminalistic and forensic practice, this information is equivalent 
to digital traces. 

If we have general corporate database of officially purchased software products at our 
disposal and the computers are connected to the corporate network, it is possible to search/scan 
the system registers of all computers available and specialized user software and to compare 
the result with the given database. 

The output is in fact the list of all installations illegally carried out in every PC, whereas 
the price of licenses not carried out can also be automatically ascertained. 

 
High level of digital traces obliteration by qualified offenders 
As practice shows, highly competent offenders whose professional education is associ-

ated with the field of information and communication technologies cause the largest traces.  
The offenders are extremely familiar with the keystone of crucial technologies function-

ing as the ways of the technologies and data protection they have to and are able to avoid, are 
of great interest to them. At the same time, they are acquainted with the habits and behaviour 
of employees and the management of a particular organization. 

The commonest tactics of hackers hacking computers is gaining unauthorized access to 

operation systems, including deleting operating and monitoring records/logos of user, distribu-
tion and system activities. 

Thus, a hacker is proficient in gaining access rights that are a property of another, moreover 
act under a new identity. 

Supposing the identity is revealed, the attention is directed towards the innocent victim 
 

 
Damaged digital traces restoration 
Under specific conditions, deliberately deleted or otherwise damaged digital traces can 

be restored. 
As a rule, this is not true of other criminalist relevant traces. A footprint once deleted 

cannot be restored.  
Digital traces restoration is conditioned by the keystone of operation systems function-

ing related to the information and communication technologies and techniques which may dif-
fer either slightly or substantially among each other, according to the same mechanisms of 
functioning. 

If we delete a file in Windows or in the e-
sense by ret  

Even if a user does away with these records in a file system, i.e. in its fragments on purpose, 
the information remains retained for a certain period of time and it may be restored, even complete-
ly by special software or by unique procedures. Similarly, hardware restoration is possible. 

 
Digital traces originality 
It is very easy to copy the data records, files and their carriers and to generate their du-

plicates. 
During the files and data copying process, no data loss or distortion is caused. This results 
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from the keystone of digital technologies, respectively from the quality as a technological re-
quirement imminent to digital technologies. That is why providing full proof of originality, i.e. 
discerning between the original and the copy becomes so intricate, as for instance when submit-
ting proofs at trial proceeding. The above-mentioned problem, explained and perceived in a 
wrong way may, in extreme cases, result in mistrust towards digital and electronic traces as such. 

In particular cases, digital traces can be easily modified without the process of modifica-
tion leaving any visible tracks of its activity behind. Digital traces, either the copies or the orig-
inal, may be damaged or destroyed, deliberately or randomly, irrespective of whether they are 
in memory medium stand still or just being distributed/transmitted over the net. 

Digital traces may also be easily modified or destroyed right in the process of collecting 
or safeguarding it for the purposes of examination and investigation. Unless the standard pro-
cedures of digital traces safeguarding along with the thorough and overall documentation are 
observed, it is theoretically possible to handle even safeguarded digital traces. Naturally, these 
shortcomings need to be checked and eliminated in a methodical and organized manner so as to 
make the digital traces acceptable in the courtroom. However, changes may be achieved in 
positive direction, too. An example is a digital photography of lower quality, caused by a false 
exposure; a system-defective, blurred shot, balanced in incorrectly coloured way. 

At present, specialized software is able to remove the shortcomings to the extent that it 
is feasible to recognize the face of a person or the license plate of a car. The flow of the process 
is exact and repeatable at any time with the same effect. Thus, appropriate software may 
change a primary/original trace which lacks the required information into a high-level quality 
digital trace which clarifies the investigation. 

 

Low acceptance and knowledge of digital traces by judicial/legal and criminalistic 
practice 

Digital records can catch hold of a picture, sound, different operating values and conditions, 
cesses and programs, what is more, 

they record the values given by exact measurements, data transmission and many more. 
Unlike subjective workings of human memory, we are able to reproduce the above-

mentioned records over and over again in the same quality and in front of no matter how large 
the group of impartial observers and experts is. 

The problematic issue related to digital traces is theoretical and in some cases also prac-
tical possibility of falsification and of challenging the legal quality of traces. However, this 
possibility occurs within all types traces processed in criminalistic and forensic way. 

This leads to a relatively unworkable criminalistic but especially judicial practice of 
their acceptance and thus of search and exploration. This precedent is also reflected in the cur-
rent legislation, which remains on the findings of more than 20 years, with reference to "suffi-
cient modification of computer traces". Current trends, however, show that up to 40 percent of 
offenses are somehow linked to the way of committing or confiscating, which can be investi-
gated using the knowledge of digital footprint theory. Estimates suggest that this percentage 
will grow for the long term, probably up to 60-80%. 

In practice, we are more often confronted with the prejudices of individuals, which re-
sult largely from the ignorance of the issue much more than the real reference to the real weak-
nesses of the communication and information categories. Many information and communica-
tion information and related technologies are classified and certified to the same level as no 
other technologies and technical means. Communication and information technologies contain 
a sufficient number of logged information mechanisms, so that while observing objectively 
defined investigative and investigative procedures and corresponding handling of acquired 
digital footprints, these are credible and undisputable proofs of the activities that took place on 
the scene or through this technology. 

The biggest problem at present is identifying the person who created the digital trace. At 
the moment, similar mechanisms of individualization and linking between the trace and its object 
are sought, as is the case with some criminalistic methods investigating static reflection. But more 
perspective is the plane of reflection of dynamic features known from handwriting, spoken 
speech, photographic recordings, as well as from the field of trasology or mechanoscopy. 

 

Storing and quality of digital traces is influenced by subjective factors 
From the point of safety storing and quality of digital traces is directly proportional to 

international, national or institutional legislation, experience of system administration and it 
depends on institutional culture. Regular monitoring and audit of key transactions, providing 
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storage backup and data archiving from important data sources to a special medium and their 
long- . 

Thus, it plays routine monitoring and audit of key transactions, backing up and archiv-
ing data from important data sources (corporate IS, e-mail, etc.) to special media - ideal disk 
arrays and their long-term storage and protection. From these media, it is then possible to re-
store required data if required, which are no longer available in production systems. The fre-
quency and frequency of procurement of backup or archive media, the way they are preserved 
to avoid their harm, the observance of institutional standards and rules, defined primarily in the 
security information policy and subsequently in the operating order of the ICT department of 
the institution, are decisive. 

The other side of this feature is the above-mentioned still low acceptance and the result-
ing ignorance and inability to search, secure and pre-examine - to decide on digital objects 
whether they are digital traces or not, and what will actually be a digital trace. The current situ-
ation not only in Slovakia, when we directly banned subjects for work in the city of crime, and 
during the tours, digital trace and mostly their carriers are ensured for long time unbearable. 
The need for substantial skills upgrading is a success story in this area, and the future in this 
area is no different than changing the current access to search and trace processes, as we have 
said in this section on the characteristics of digital traces. 

 
CONCLUSION 

We are exposed to prejudices of individuals made on grounds of unfamiliarity with the 
subject matter rather that to relevant reference to actual weak spots of communication and infor-
mation categories. Much information and communication information along with the correspond-
ing equipment is classified and certificated in the safety manner at such level that is simply in-
comparable with any other technologies. Communication and information technologies contain a 
satisfactory quantity of the record information mechanisms, so on condition the examination and 
investigation procedures, objectively defined are observed along with the appropriate handling 
with collected digital traces, these technologies are reliable and unimpeachable evidence of ac-
tivities which took place at the crime scene or by means of this technology. Basis for searching, 
ensuring and research of digital traces are knowledge about criminalistic and forensic concept 
digital traces. Situation in the field is year pro year worst. More and more traces are not ensured 
for acknowledge in this area.  There are other scientific problem too. One of the main problem is 
the identification of the person responsible for a particular digital trace. 

Only long term basic and applicable criminalistic and forensic research can help to im-
prove the negative situation in the area of digital traces. 

This contribution is the result of the project implementation: Centrum excelentnosti 
  p-

ment Operational Program funded by the ERDF, task 3.3. 
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SUMMARY 
The authors attempted to analyse the possibilities of research and investigating the digital traces 

and its content, such as a new section of criminalistics and forensic traces. The basis for this analysis is 
the only first complex scientific book in Slovakia in this area, especially the content of its first part. De-
tailed knowledge processing was carried out as part of the research of one of the co-authors in European 
research project. Digital traces are typical of crime related to the misuse of information and communica-
tion technologies. In general are to see in all of type crime delicts. However, their using is on the down 
level opposite other type of traces. Authors in the study distinguish between breakdowns - many types of 
attributes and sights of digital traces in the criminal activities. In the framework of extensive research 
during and after the project in Research Activity 3.3, Center for the Excellence in Security Research, 
ITMS Code: 26240120034, co-financed by the Operational Program Research and Development, shows a 
wide variety of attributes for research digital traces. 

Keywords: trace, digital trace, criminalistic and forensic knowledge, research.  
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