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Problem statement. Rapid development of global information society led to a worldwide 
discussion of mechanisms for the protection of human rights, as well as struggle against 
violations. Global information society is a new type of society, where information circulation 
does not recognize time, space and political boundaries and fundamental decisions can be made 
to improve society in all aspects as a result of knowledge processing. Today Internet become an 
integral part of our lives, since main requirement of this society is to ensure everyone's 
participation in exchange of information. Committing illegal actions is also inevitable, along with 
the purposeful use of ICT capabilities. Even new ways of committing crimes existent in the 
traditional society w  In the early 
stages of information society, cybercrimes focused only on information rights, but crimes 
committed today using ICT violate various human rights. This makes it necessary to strengthen 
struggle against cybercrimes at both international and national levels. 

The  objective 
determine violations of personal privacy, intellectual property rights and other freedoms, to put 
forward suggestions about protection of human rights violated by cybercrimes. 

Basic content. Cyberspace, or virtual space? The globalization of information society 
 used in 

1984. 

have a specific area, but open and accessible to anyone in any point of the world through 
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such places: Antarctic, outer space and the open sea. The author notes that the fourth such 
space is cyberspace and emphasizes that state sovereignty does not apply to this space [3, p. 
70]. It is interesting that, a researcher exploring jurisdiction issues in cyberspace explains only 
the sides of copyright and slander [3, p. 97-101]. Such a question arises: If cyberspace does not 
include 

information?  The principles which cyberspace is based to answer all such questions, must 
have regulatory support. It is no coincidence that, states noted political, regulatory and 
networking support as a necessary measure for the further development of ICT in Okinawa 

 states on July 22, 2000. 
Speeches on independence of cyberspace are sounded in modern times. For example, 

John Perry Barlow, the founder of the Electronic Frontier Foundation announced his famous 
in 1996. The declaration 

created it. Cyberspace is a public project. You have no place among us. You do not have 
superior authority in cyberspace. You have neither moral rights, nor coercion to dominate over  

these speeches, cyberspace issues are still resolved within each state's jurisdiction. International 
law norms and principles are taken into account in this case. 

Internet is a 
worldwide system of computer networks designed to store and transmit information. That is 

be identified with cyberspace. Darrel Ment writes that, we know where the Internet starts, but 
we can not define the boundaries of cyberspace and the point of its start. Therefore, the concept 
of cyberspace cannot be identified with concept Internet [3, p. 69-70]. The researcher's position 
can be considered acceptable, i.e. cyberspace  should be regarded as metaphorical abstract, 
virtual reality unlike Internet, which is a single computer network system. In short, cyberspace 

  
Therefore, the concept virtual space  is often used to characterize this world. The 

mestic law is understood as the relations 
established through Internet. Web sites like Virtual Azerbaijan [18], Virtual Karabakh [20] and 
others were created and operate. Moreover, the measures on expansion of promotion and 
spread of Azerbaijani realities in virtual world in State Program for 2016-2020 on 

content. At the same time 
Azerbaijani-language sources and is interpreted as a new type of society created and operated 
in an electronic space.  

The approaches of both terms in the literature show that both cyber space and virtual 
space are invisible world, also built using the computer network in terms of meaning. The 
concept of cyberspace is more common in English-speaking literature. However, concepts like 

d and we can conclude that all of 
them have the same content with cyberspace. However, interpretations differ there. Some 
researchers note that, both cyberspace and virtual reality are connected with Internet and mass 

ctions: window function in objective world and 
subjective mirroring function. The first function covers virtual reality and the second-
cyberspace. That is, if virtual reality reflects a well-perceived world, cyberspace defines 
precise conceptual basis of t

-

are abstract and synonymous. Simply, depending on theoretical approach, some authors use the 

used from social-humanitarian position. Considering that today there is no alternative network 
in the world, besides Internet, the concepts of virtual space and cyberspace should be 
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interpreted mainly on Internet. 
Protection of human rights violated by cybercrimes. Today the violation of personal 

privacy and the use of personal information for illegal or unlawful purposes in cyberspace, 
which has become a major means of disseminating and transmitting information in the society 
are most often encountered. Therefore, the solution of this problem is one of the most 
important issues, world community facing. 

The problem of protecting personal privacy in cyberspace was introduced in the United 
The Right to  published in Harvard Law 

Review in 1890 by Samuel Warren (1852-1910) and Louis Brandeis  (1856-1941) contains a 
lot of important points about personal life. The inviolability of private life and property were in 
fact recognized in common law since ancient times. Previously, the law provided resources 

However, gradual social, political and economic changes led human mind to be in the forefront 
and, consequently, the enlargement of rights, such as the inviolability of personal life and 
property. The right of personal inviolability already embraced a number of privileges and 

-220] 
So the issue of inviolability of personal life did not arise from any body injury as in the 

past and intellect and information itself were regarded as a key element in the inviolability of 
privacy. Moreover, the determination of personal privacy, regardless of the physical, made the 
family relationships a part of the concept of privacy. Main goal of S.Warren and L.Brandeis in 
writing their article is analyzing legal regulation of issues of inviolability of privacy, offence, 
slander and other in such a new environment and its practical aspects. An interesting aspect of 
the article is that, the authors refer to many Roman law principles (postulates). For example, 

act seeming formally legitimate and legal can be a threat to a person's private life. Authors 
showing as example the trial cases of Prince Albert v.Strange and Wilson, specifically point 

uring his illness were 
 

In their article, S.Warren and L.Brandeis also address the aspects of the right to privacy 
provided in the French legislation: the right to personal privacy does not prohibit the 
publication of any matter of state or public interest; the right to personal immunity does not 
prohibit communication (connection) in various forms; the right to personal immunity 

he time 
of its publication. 

The problem of inviolability of private life was further analyzed in the article of 
William Lloyd Prosser (1898-1972) published in 1960. Thus, the author distinguishes four 
types of delicts, associated with the violation of inviolability of privacy: Irrational interference 

identity information, i.e., dissemination of false information; Illegal acquisition or use of a 
person's name, surname and portrait for the purpose of earning income [14, p. 389]. 

Presently, the Republic of Azerbaijan has achieved a great success both in legal and 
practical terms in the field of personal data protection. Sufficient information was provided 
during the analysis of personal data on the legal framework. As far as practice is concerned, 
fast implementation of electronization processes across the country, the use of e-signatures, and 
other various cryptographic techniques reduced the number of interventions rather much with 
the right to privacy. 

There exist many contradictions in the protection of intellectual property rights in the 
virtual space unlike right to privacy. The Chairman of the Copyright Agency of the Republic of 
Azerbaijan, K.S.Imanov, comments on the problem of intellectual property rights in 
cyberspace in two ways: The essence of the first argument is that the rights holders are not able 
to get overall benefit from the creation and distribution of the intellectual product. Because 
copying data, i.e., digital content in the digital period is cheaper and can make an exchange of 
large amounts of data over long distances. In this case, there is an unprecedented opportunity to 
replicate copies with perfect accuracy and to distribute them at instantaneous speed and at zero 
cost. The second conflict is that rights holders are often unable to bring charges against users of 
actual infringers because of their anonymity and widespread use of illegal content exchanges, 
and hence they charge the providers [1, p. 386]. 

Main problem with the protection of intellectual property rights in cyberspace is that the 
openness of Internet, i.e. easy access to information, increases the number of violation cases of 
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intellectual property rights. Even the authors call this kind of conflict the Internet  
-213]. 

There are two approaches to the protection of intellectual property rights on Internet. 
According to the first approach, there is no need for intellectual property rights protection on 
Interne -
property rights is sufficient in the best case. The second approach, on the contrary, considers 
the need for intellectual property rights protection on Internet, thus of

rights is difficult. The objects of intellectual property are used in this case and legal owners are 
made payment in the prescribed manner [5, p. 238-252]. 

The activities of UNESCO on the protection of intellectual property rights in cyberspace 

s to achieve a compromise 
between intellectual property owners and users. Primary activity started with a digital survey of 
intellectual property rights. According to the survey, a number of interesting facts were 
revealed. For example, 51% of surveyed legal owners believe that, main reason for the increase 
in piracy is not only legal gaps, but also low consumer awareness from legal aspect. Another 
example: 46% of the users and 44% of the proprietors spoke for the distribution of pirated 
products for non-commercial purposes and exposition to penalty by no means. On the contrary, 
they considered it necessary to impose more severe penalty on pirate production for 
commercial purposes [17, p. 9-12]. 

As cyberspace is space of information circulation, abuses of freedom of expression 
target human rights and freedoms. Thus, crimes committed through the realization of freedom 
of expression can be conditionally divided into two groups: 

1. Criminals used cyberspace as a means of committing a crime, targeting various 
objects  public relations. For example, for crimes against peace and humanity include open 
calls for launching aggressive warfare (Article. 101 of the Criminal Code), crimes against 
constitutional basis and security of the state include incitement of national, racial, social or 
religious hate and hostility (Article. 283 of the Criminal Code). However, if mass media is  
used in both crimes a more severe penalty is imposed. The use of cybespace means the conduct 
of these crimes is an illegal realization of freedom of expression. 

2. Crimes committed using cyberbspace in every case with conspiracy of honor and 
dignity. These crimes can be conducted in both verbal and written realization of freedom of 
thought and expression. For example, crimes including humiliation (Article. 148 of the 
Criminal Code of the Republic of Azerbaijan), slander (Article. 147 of the Criminal Code of 
the Republic of Azerbaijan) and defamation or humiliation of the honor and dignity of the head 
of the state - the President of the Republic of Azerbaijan (Article. 323 of the Criminal Code of 
the Republic of Azerbaijan). 

The cases of violation of freedom of thought within cyberspace raised the issue of hate 
speech in recent years [10]. A number of international and local events were organized to 
implement freedom of thought and expression under normal conditions in recent years. Thus, 
the Council of Europe, which unites 47 countries launched  
campaign as a priority initiative in the Youth Sector for 2012-2017. This campaign defends and 
supports equality, dignity, human rights and diversity. The campaign aims at struggling against 
online expression of racist and discriminatory content speech by providing youth and youth 
organizations with the necessary skills to identify and resist against such human rights abuses. 

Measures for the prevention of cybercrimes. The measures on the prevention of 
cybercrimes can be divided conditionally into general and specific measures. Specific 
measures may include the level of activity of pe -defense from these threats. In this 
sense, the existence of a culture of information security is of particular importance. Technical 
knowledge and skills on information security, knowledge and skills about information threats 
for moral and psychological health of the person and ways to protect from and following legal 
and ethical norms upon the use of information resources make the basis of a person s 
information security culture. 

ting a Global Cyber 

security culture requires to observe the following complement nine elements by all participants 
 government agencies, enterprises and other organizations, individual users that create, own, 
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manage, maintain and use information systems and networks:  
 

 
 

should be aware of the need for security of information systems and networks, and what they 
can do to enhance security, as well as their responsibility for the security of information 
systems and networks. Participants should take timely and joint measures to prevent, detect and 
respond to security incidents. They should make an exchange of information on the threats and 
void factors and apply procedures that ensure rapid and effective cooperation in preventing, 
detecting and responding such incidents. It might imply transboundary information sharing and 
cooperation. Security should be ensured in a democratic society to conform to accepted values, 
providing freedom of exchange of ideas and ideas, free flow of information, the confidentiality 
of information and communication, proper protection of personal information, lucidity and 
transparency [2]. 

not only for users, but also for specific states. It once again confirms that the culture of 
information security is a problem of the state interest. Mainly for this reason, increase of level 
of nationwide information security training and enlightement are reflected among strategic 

egic Roadmap for the Development of Telecommunications and Information 

Republic of Azerbaijan dated December 6, 2016. The enhancement of  information security 
culture in national strategies is implied to be one of the expected outcomes of such education. 

General measures on the prevention of cybercrimes are carried out by the state. First of 
all, determination of liability for various violations and the imposition of sanctions should be 
noted. Traditionally, there distinguished four types of liability: criminal, administrative, civil, 
and disciplinary, respective of the nature of the legal breaches. However, today such concepts 
as international legal responsibility, constitutional and legal responsibility are also encountered.  

Another common action plan should include information security as one of the areas of 
national information policy. The Information for All Programme (IFAP)  identifies five 
priorities in the National Information Society Policy (MICS): Information for development; 
Information culture; Maintaining information; Information Ethics; Accessibility of information 
[9, p. 9-10]. 

Apparently, national information policy includes a system of measures and rules aimed 
at ensuring access to information for society as a whole. Information policy is divided into two 
parts depending on the nature of the issues solved: information strategy and information 
tactics. Information strategy is a model of planned action aimed at solving large-scale 
information problems, which is directed to the successful completion of information processes 
and the unrestricted provision of information rights and freedoms. Information tactics are 
formed on the basis of information strategy and includes specific measures to achieve the goals 
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agility unlike strategy. For example, a number of state programs  
Development of Communication and Information Technology for 2005-2008 In the Republic 

onal Strategy on Information and Communication Technologies for the Development 
of the Republic of Azerbaijan (2003-
of the Republic of Azerbaijan dated February 17, 2003 and these programs reflect th
information tactics. 

Implementation of the national information policy is impossible without considering 
other aspects of the state. Thus, it would not be logical to talk about the processes of 
informatization and electronicization and the availability of information in an economically 
ineffective environment. On the other hand, an information policy that does not take into 
account national interests cannot be successfully fulfilled. Also, an information policy that does 
not comply with international standards and has no legal basis will ultimately lead to a conflict 
of interests. On the other hand, it is impossible to achieve normal implementation of 
information policy under conditions which national security is not protected. It is no 
coincidence 
2004, provides national security in the field of information as a separate field (Article 15.1). 
Therefore, the state's information policy is implemented in a mutually interrelated manner with 
economic and legal measures, taking into account international and national interests and 
providing national security. 

 

 
 
The scheme clearly shows that, national information policy refers to a complex system 

of measures implemented by state authorities. The question arises: can concentration of 
national information policy only on state authorities mean human rights and freedoms 
restriction?  No. In fact, state always existed as a governing body for the commitments such 
as provision of rights and freedoms, prevention of violations, etc. It is impossible to achieve the 
goals without the role of the state at a time when the idea of a legal state is so widespread. 
Supervision over the activities of state bodies is definitely an important factor. Mainly for this 

 the responsibility of the person before the state and the state 

proposing the ideas of open government, public control, civil society and other ideas have an 
important impact on the implementation of the national information policy of the state. 

Conclusions. The globalization of all sectors of society and the formation of cyberspace 
open opportunities for offenders along with law-abiding citizens to conduct breaches in easy 
ways. Struggle against cybercrimes, one of the most topical problems of the present time, is 
being implemented on a global scale. Since the search for a criminal in an unknown location is 
extr r-
national levels. 

We can even say that cybercrime can have more serious consequences than trad i-
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tional crime. The principle of cooperation to prevent cyberbullying should be guided in 
this regard. If it is implemented in two directions, more efficient results can be achieved: 
cooperation of states at international level and cooperation between citizens and state bo d-
ies at national level. 
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SUMMARY 
Changing and developing world outlook in modern society also has an impact on illegal behavior. 

As traditional methods do not meet the requirements of the time, ICTs are increasingly being used as a 
new method and tool for violating human rights and committing different offences. This also requires 
strengthening the fight against cybercrimes. In the article were put forward suggestions and recommenda-
tions for the development of human rights protection mechanisms that have been violated by cybercrimes 
in the global information society. 

Keywords: global information society, cyberspace, cybercrime, freedom of expression, right to 
personal privacy, intellectual property rights, information policy. 

 
 


