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AJIMIHICTPATABHO-IIPABOBI 3AXO/I 3AIIOBITAHHSI
TA HEUTPAJIZAIIT BHYTPIIITHIX I 30BHIMIHIX IHOOPMANIMHUX
3ATPO3 HAIIIOHAJIBHIN BE3IELI YKPATHUA

Ha mincraBi aHanmizy 4MHHOTO 3aKOHOJABCTBA Ta HAyKOBUX 3H00YTKIB COPMOBAHO MOHSTTA
«iH(popMaLiiiHi 3arpo3W» Ta IOCHIIPKEHO 3aXOAM 3amoliraHHs Ta HEHTpamizamii Takux 3arpo3 uid
LTICHOCTI HalliOHAIBHOI Oe3nekn YKpaiHu.

Posrsig okpecieHOl TeMH y CHOTOAHIIIHIX pealisiX € JAOCUTh aKTyalbHHM, a/pKe BHPILICHHS
IUTaHb HalliOHATLHOT O€3MEeKH CTAaHOBHUTH BaYKIIMBHI €IEMEHT IS IIOTY)KHOTO PO3BUTKY KpaiHH.

BucsitiieHo cTaH 3a0e3edeHHs HaI[lOHATBHOT Oe3neku B Ykpaini. JloBeneHo, Mo HalioHaTbHA
Oe3srexa € CKIJIaJHOI0 COLiaTbHO-eKOHOMIYHOIO IIPOOJIEMOI0, 3yMOBIICHOIO PI3HMMH YMHHHKAMH, aHalli3
SKUX JO3BOJIMB PO3TISHYTH O€3MEeKy B Cy4acHHX yMOBax SK HEBiJ €MHY YMOBY IisUTBHOCTI JIOZCH,
COLIAIbHUX TPYI, CYCHUIBCTB, AEPKaB 1 CBITOBOIO CIiBTOBapucTBa. HaromomeHo Ha IOIINBHOCTI
BU3HAUCHHS CYYaCHHX 3arpo3 iHpopmariiiHiii Oe3memi KpaiHW Ta 3aXOHiB MOJOJAHHS IECTPYKTHBHHX
YHHHHMKIB {X MOMMPEHHs, 0COOIMBO B yMOBaxX Jii IPaBOBOTO PEKUMY BOEHHOTO CTaHY.

Haii6inemy yBary npuaineHo ingopmaniiianm 3arposam (iHdopMamiiiHii BiifHi), 0 MalOTh Ha
MeTi CTBOpEHHs OakaHWX Ul OpraHizaTopiB iH(pOpMamiiiHOI NpomaraHgu CYKYITHOCTI TOYOK 30Dy,
TPOMAJICHKOI TYMKH, B3a€MOJOIIOBHIOIOUNX JIOTTYHUX TPOIECIB MHUCICHHS Ta JTYMOK i3 IIEBHUX IHTaHb,
III0 PU3BOJAUTE JI0 BHYTPILIHBOTO «PO3KOIY» KpaiHH.

Knrwuosi cnosa: ingpopmayiiina 3azposa, besnexa, HayioHaIbHa 6e3neKka, 3a2po3u HAYiOHATbHIN
be3neyi, HAYIOHANbHI IHMepecu, 0epIHCaABHA NOTITMUKA.

IMocranoBka mpoOsemMu. 3axHIICHICTh HAI[IOHAIBLHUX IHTEPECIB BiJ MEBHOTO BUAY
3arpo3 Ta BHUKIUKIB € TapaHTiel0 30epeKEeHHS KOHCTHTYLIHHOTO Jaxy, AOTPUMaHHS
3aKOHOJIABCTBA, OE3MEYHMX yMOB JJIsi yCeOIYHOrO PO3BUTKY CYCHIIBCTBa Ta 3a0e3NeueHHs
HalliOHAIBHOI O€3NeKM YKpaiHChKOi nepxkaBu B Iinomy. LlimkoM oueBMIHHM € Te, IO
MOJAJbIIe ICHYBaHHS, CaMO30EpPEeXEHHS 1 CTaaMi pO3BHTOK YKpaiHM SK CYBEpEHHOI,
JNEMOKPATUYHOI, COIiaJbHOI, MIpPaBOBOI Jep)KaBW 3ajJCKUTh BiX peami3amii HaliOHAJIHHO
CIPSIMOBAaHOI BHYTPIIIHEOI Ta 30BHIMIHBOI IONITHKH IMOAO 3aXHCTy IHTEPECiB AepiKaBH,
cycmiybeTBa Ta ocobu. ToOTo HaeTbes Mpo CTBOPEHHS INMEBHOI CUCTEMH, IIO JIa€ 3MOTY i
TapaHTyBaTH 3aXHWIICHICTh YKHTTEBO BAXIIMBUX IHTEPECIB JIEPXKABH, CYCIIIHCTBA 1 0COOM Bif
BHYTPIIIHIX Ta 30BHIIIHIX 3arpo3, Hacamnepe[ B iHpopMaiiHiii cdepi.

CyyacnHa indopmauiiina BiiiHa, mnopsx 3 IHWKMMH QdopMamu  iHGOPMAIHOTO
npotudopcTBa Ta iHGopManiiHOrO KOHMIIKTY, € MPOsIBOM OLIbLI HIMPOKOI KaTeropii, a came
3arpo3 HalllOHAJILHUM IHTepecaM Ta HalioHanbHiil Oe3neni. OAHIEO 3 aKTyalIbHUX NPOOJIEM Y
chepi iHpOpMaIiHOI Oe3lMeKd € HEeIOCKOHAIICTh MPaBOBOI 0asW sl BHSBICHHS Ta
3ano0iraHHs TaKUM 3arpo3aM.

Otxe, 1 1OCI He BHPIMICHO MPOONEMY, SK HPOTHUCTOSATH IHPOPMALIHHIM 3arpo3aM.
Hagite micis moyaTky BifiHE B YKpaiHU Ta IONPH 3POCTAaHHS HETaTUBHUX HACIHIIKIB depe3
iHpopMaLiiHy BilfHY Il MMTaHHS 3IAIIAE€THCS O3 TOCTATHHOI YBarH.

AHaJui3z nyOJikauiid, B SIKHX 3al104aTKOBAHO BUpilleHHs1 wi€i nmpodaemu. Bapto
3a3HAYUTH, IO MPOOIEMHI MHUTaHHS, MOB’sI3aHI 3 TEMOIO JOCIHIKEHHS, PO3KPUTO Y MpaIisix
takux ydenux: JI. Cusomam, FO. Makcumenko, B. Jlinkana, B. Jlorinosa, O. Omiiinuka,
C. I'yny, b. Ky3smenko, A. Tlorpeonsika, I. Tpy6ina, B. TkaueHka Ta iH.

Meta crarTi nosisirae y BU3Hau€HHI aJIMiHICTPaTHBHO-NIPABOBUX 3aXO0JIB 3aMo0iraHHs
Ta HelTpamizamii BHYTpIIIHIX 1 30BHIIIHIX iH(pOpMaIiiiHMX 3arpo3 HamioHANBHIN Oe3merti
Ykpainu.

Buknan ocHoBHoro martepiaay. ITogatox XXI CTONITTS O3HAMEHYBABCS CTPIMKHM
PO3BUTKOM iH(QOPMAILIHHOTO CYCHIILCTBA 1 TIOB’A3aHOI0 3 UM TpaHcdopMmaniero pisHuX chep
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CYCIUTBHUX BiTHOCHH.

BignosinHo no 3akony Ykpainu «[Ipo nanionansHy Oe3nexy Ykpainm» Bix 21.06.2018
HalioHaNbHa Oe3neka YKpaiHH BH3HAYAETHCS SIK «3aXMIICHICTh JEPKaBHOTO CYBEPEHITETY,
TEpUTOPiaJIbHOT IIJIICHOCTI, IEMOKPAaTHYHOTO KOHCTUTYIIIMHOTO Jay Ta IHIIMX HaI[lOHAJbHUX
iHTepeciB YKpaiHu Bijl peasbHUX i MOTEHIIHHMX 3arpo3y [1].

OO0O0B’SI30K JIepKaBU TOJATAE y 3aXUCTI 00’€KTiB HAIiOHANBHOI Oe3mekn (TIOIWHH i
TpOMaIsSHMHA Ta IXHIX KOHCTHUTYLIHHHX TIIpaB, CBOOOX; CYCIIBCTBA; iH(OPMAiHHOTO
CEpEIOBHUINA; HABKOIMIIHBOTO NPHPOAHOTO CEPENOBHINA, MPUPOTHHUX PECYpPCiB; AEpKaBH,
KOHCTUTYIIITHOTO JIay, CyBEPEHITETY, TEPUTOPIaIbHOI IITICHOCTI, HEJOTOPKAHHOCTI) MIUITXOM
3aCTOCYBaHHA Pi3HHUX 3aXO[IiB 3aMI00IraHHs.

3axou 100 3amo0iraHHs 3arpo3aM HaliOHAJbHIM Oe3Merl BKIYAITh MONITHYHI,
CKOHOMIYHI, COIiabHi, €KOJOTIYHI Ta BIHCHKOBI cTparerii. ['0JIOBHOIO MeTOr0 € cTabimizamis i
3aXUCT HAIIOHAJFHIX 1HTEPECIB HAPOTY.

BpaxoByroun, mo iHpopmaniiiHa Oe3leka € HEBil’€MHOK YACTHHOK HAaIiOHAJIBHOT
Oe3rexwy, ii perymoBaHHs N0TpeOye eheKTHBHUX MEXaHI3MIB y BUIIISA/I MOJITUYHUX DillIeHb Ta
NPUIHATTI HOBUX Ta aKTyaJbHUX HOPMAaTUBHO-TIPABOBHX aKTIB.

Y mepion po3BUTKY iHGOpMAIifHWX BIiZHOCHH 3 SBUBCS TEpMiH «iH(opMariitHa
Oesmexa». [HpopmamiliHa Oe3nmeka Mae Ha METi 3aXHCT 1 3amOOIraHHA HAHECEHHIO IITKOIU
JKUTTEBO BAXKIIMBUM 1HTEpecaM 0COOMCTOCTI, CYCHiJIbCTRA 1 AepxkaBu [2, c. 22].

Bararo BYeHHX y CBOIX NpalsX BHUCIOBIIOBAIN BJIACHI MIpPKyBaHHS OO BU3HAYCHHS
MOHATTS «iHpopManiiHa 6e3nekay. Hampukian, Ha mymky B. Jlinkana, 3arpo3u HallioHaJbHAM
iHTepecaM Ta HallloHaJbHIN Oe3mewi B iHpOpMaliiHIii cdepi € CHHOHIMOM HOHSATTS
«iHpopmariiina Oesneka» [3], xoya, Ha Hamly OYMKY, LI J[Ba MOHSTTS HE NiJUIATaloTh
OTOTOYKHEHHIO 1 MalOTh 30BCIM Di3Hi IPaBOBI 3HAUEHHSI.

A. Mapymak HaBOIUTh Take BH3HaueHHs: «lH(popmauiiiHa Oe3meka — 1e MoriaudieHe
JOCHIDKeHHsT 3 TNHTaHb iH(opMauiiiHOl Oe3neku, TOB’s3aHe 3 MPIOPUTETAMH PO3BHUTKY
iHpopMauiiHOro 3akoHOIaBcTBa YkpaiHm» [4, c¢. 23]. BBaxaemo, 10 JOCHIIKEHHS €
3aBHaHHsIM iH(opMariitHol Oe3meku i 3a0e3medeHHs 11 3aXHCTy, alle He MOXe OyTH
OCHOBHOIO CYTTIO BU3HAUCHH.

OTxe, Ha aJb, CHOTOJHI HE ICHYE€ €IMHOTO MOHATTS iH(pOpMamiiHOi Oe3rmeKw, IIo
JIHIIe mocTabIroe TIPOIeC CTBOPEHHS Ai€BUX 3aco0iB Iy 3a0e3neUeHHS Takoi Oesmeku. Tomy
MPOTIOHYEThCA OTIOBHUTH CT. 1 3akoHy Ykpaiau «[Ipo HamioHambHy Oe3meky YKpaiHW» Bif
21.06.2018 TaxuM BU3HAUCHHSIM:

«ludopmariiina Oe3meka — Ie 3aXHUIICHICTh TPOMASHUHA, CYCHiIbCTBA Ta JCPXKABU B
LJIOMY BiJ] MOCATaHb Ha NPO30picTh iH(pOpMAaIii, Mo 3a0e3MedyeThCsl PI3HUMHU IIPABOBHUMHU
3aco0aMM 3 METOI BHKOPIHUTH BHTIK KOH(]igeHUiHOT iHpopMalii, pO3MOBCIOKEHHS
HerpaBauBol iHpopMallii Ta mocsraHHs Ha 3MiHYy BHYTPIIIHBOT'O CHPUHHATTS CBITY OY[Ib-SIKOT
ocoom».

[Hdopmarmiiina Oe3meka SK CKIAJAOBAa HAIIOHANBHOI OE3MEKH Mae TMEBHY CTPYKTYPY
ICHYBaHHS: HAYIOHANbHI IHMepecu — 3a2po3u —> 3axX00U 3aXUcmy, npomuoii ma 6iOHOBNIeHHs
[5,c. 8].

BBaxaemo 3a motpiOHe 3’sicyBaTH, SKi caMe ICHYIOTh BHJM 3arpo3, IO BILIMBAIOTH Ta
MOPYIIYIOTh iH(QOpMAIIiiHy Oe3meKy, i 3a SIKUM KpUTepieM IX MOKHA MOJUINTH Ha BHYTPIIIHI
Ta 30BHIIIHI.

V¥ 3axoni Ykpainu «[Ipo ocHOBH HallioHaIbHOT Oe3MeKn», 10 Hapa3i BTpaTHB YNHHICTD,
0yJ10 3a3HaYEHO BUAM IHPOPMAIIIHHIX 3arpo3, 0 KOTPUX BiTHOCHIIH:

—  HaMaraHHs MaHiIyJIFOBaTH CYCIUILHOIO CBIZIOMICTIO;

—  MposiBM 0OMEXEHHsI CBOOOM CII0BA Ta JIOCTYIY TPOMaSH 10 iH(popMallii;

— momMpeHHs 3aco0aMu MacoBoi iH(opMalii KyJbTy HAaCHJIbCTBA, YXOPCTOKOCTI,
nopHorpadii; KOMIT FOTepHa 3JI0YMHHICTh Ta KOMIT IOTEPHUIT TepOPHU3M;

— posroyioureHHA iHGOpMAaIii, IO CTAHOBUTH JEp)KaBHY TAEMHHUINO, a TAaKOX
KoH(]iIeHIIHOT iHopMaIrii.

[licns BTpaTM YMHHOCTI IIMM 3aKOHOM 1 NPHHHSATTS HOBOrO 3aKOHY YKpaiHM Bif
21.06.2018 Ne 2469-VIII BuieHaBeneHWH mepemik BUIIB iHGOpPMAIiHUX 3arpo3 He Oyio
BKJIFOYEHO JI0 HOPMAaTHBHO-IIPaBOBOTO aKTa, MIO CBIAYUTh NP0 NPOTAIMHY Yy HOBOMY
3aKOHOJABCTBI.

IcHyrOTH 1HINI HOPMAaTHMBHO-TIPABOBI aKTH, IO € YHHHUMH Ta MICTSITh TEpemiK
iH(popMamiHHUX 3arpo3, ajle HaBe/AeH! y HuX Kiacudikarii € HemoBHUMHU. Hanpukman, y o. 16
nocranoBu Kabinety MinictpiB Yxpainu Ne 373 Bix 29.03.2006 «IIpo 3arBepmxenns [IpaBun
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3a0e3neueHHs 3axucry iHdopmauii B iHGOpPMAaLiifHUX, €JIEKTPOHHUX KOMYHIKaIll{HUX Ta
iHpOpMaNiHHO-KOMYHIKallIHHUX CHUCTEMax» 3a3Ha4eHO BUIM 3arpo3 sl iHQOpMAaIiiHOI
Oe3meku, a came: BUTIK TEXHIYHUMH KaHAJIaMH, HECAHKIIIOHOBaHI nii 3 iH(opMaIlli€ro;
crieliaJbHAN BIUIMB Ha 3aco0u o0poOku iHdopmauii [6]. Kpim Toro, [epxaBHuil cranmapt
VYkpainun, 3aTBeprkeHui HakazoM Jlepkcrangapty Ykpainm Ne 200 Big 11.04.1997 («ACTY
3396.2-97. 3axuct inpopmamnii. TexHiqanid 3axuct iHPopmamii. TepMiHN Ta BHU3HAUCHHS»)
MICTHTh HH3KY TEPMIiHIB, ITOB’I3aHUX i3 iH(pOpMAIiitHOIO 0e3MeKor0, IO MPSMO CTOCYIOTHCS
knacudikamnii 3arpo3 [7]. Tak, y m. 5 «3arpo3a ms iHdopmarii» 3HaX0AUMO BU3HAYCHHS TAKHX
MIOHATH: BUTIK iH(pOpMaIlii; MOopyIIeHHs MUTiICHOCTI iH(opMarlii; mepexoruieHHs iH(GopMartii.

3araoM MOXEMO CIIOCTEpIiraTH pi3HOMAaHITHICTh Kiacudikarii inpopmariitaux 3arpo3
Ta BIJICYTHICTh €IMHOTO IIJXOJAy B UYMHHOMY 3aKOHOJAABCTBI Ykpainu. Taka TeHOEHIs
HAIITOBXY€ Ha BUCHOBOK, IIO NMPHPOAA BHHUKHEHHS 3arpo3 Juisl iHpopMauiiHOi Oe3neku €
HEJIOCTaTHHO BUBYCHOIO Ta BPErYJILOBAHOIO B YKpaiHi. Y 3B’S3Ky 3 YMM MOKHAa HaBECTH
MIpKyBaHHsI BYSHUX I0JI0 MiXO/IB 10 BHOKPEMJICHHS O3HAUCHUX BUJIIB 3arpo3.

Tak, A. JloriHoB HaBOAWTH Taky Kiacugikariro iHpopMamiiHUX 3arpo3: PO3KPHUTTS
iHpOopMamiHHUX pecypciB; MOPYUICHHS IUTICHOCTI iHpOpMamiiHUX pecypciB; 30iif y poOoTi
obnamgHaHHs [8].

B. Jlimkan Bu3Hawae OUTBII po3mmMpeHy kiacuikamiro, a came: 1) 32 TMOXOMKCHHSM:
MPUPOJIHI, TEXHOT€HHI ab0 aHTPONOTEHHI; 3a CTYIICHEM Iepen0adyBaHO] IIKOIH: 3arpo3u Ta
HeOe3IeKH; 3a IIOBTOPIOBAHICTIO MPAKTUKHU: TIOBTOPIOBAHICTE Ta OE3MEPEPBHICTD; 2) 3a CPheporo
BUHUKHCHHS: 30BHIIIHI, BHYTpIIHI; 3) 32 WMOBIPHICTIO peaji3allii: MOXXJIHBI, HEMOXKIHUBI,
YMOBHI; 32 piBHEM JETEPMIHOBAHOCTi: 3aKOHOMIpHI, 3yMOBJIEHI; 3a I[IHHICTIO: NPHUIHATHI,
JIONYCTHMI; 32 XapaKTepoM BIUIMBY: CUCTEMHI, CTPYKTYpHI, pyHIaMeHTalIbHI; 32 XapakTepoM
3aCTOCYBaHHS: aKTyasbHi, IOTCHIIAHI, peali30BaHi, ysBHI; 32 CTABJICHHSM JI0 HUX: 00’ €KTHBHI,
cy0’eKTHBHI; 3a 06’ €KTOM BILIHBY: OCOOHCTICTD, CYCITITBCTBO, JAepxana [9].

Ha mamy nymky, knacudikamis, sky Hagano b. Kyssmenko ta O. YaliKOBCHKHM, €
OB JOCKOHAJIO, HIXK IorepenaHi, a came: 1) 3arpo3u KoH}ineHuiiHocTi inpopmanii. Sk
HACIIIOK, iH(OpMaIlis CTae JOCTYIHOK OpraHi3allisiM, KOTpi HE MAarOTh IpaBa ii BHBYATH;
2) 3arpo3u mopyieHHs: migicHocTi iHpopmanii. CloAu BXOIUTh 3JOBMHCHE CIIOTBOPEHHS
iHpopMamii, 1mo 0OpoOIIETECA 32 JOMOMOTOI aBTOMAaTH30BAHMX CHCTEM; 3) 3arposa
MOPYIICHHS AOCTYHHOCTI iHQoOpMarii, mo BHHUKAE TpPHU OIIOKYBaHHI JOCTYIy OO MEBHHUX
pecypciB aBTOMaTH30BaHUX CUCTEM JUTA JIETITUMHUX KOpHCTYBadiB [9, c. 6-7].

Haii6inbi  HAyKOBO  apryMEHTOBAaHOI, Ha Hally JyMKY, € Kiacudikamis
A.TlorpeOnsixa. Bin BBaxkae, 1m0 3arpo3u OyBaroTh BHIIQJIKOBUMH 0€3 yMHUCIy Ta
YCBIIOMJICHHST HACJIJKIB, a TaKOX HaBMHCHI. /[0 BUIMAaIKOBUX 3arpo3 HaJEkKaTh: MOMIUIKA
00CJIyTOBYIOYOT0 MEPCOHATY 1 KOPUCTYBaviB; BTpaTa iH(OpMaIlii BHACIIIOK HEPaBUIBHOTO 11
30epexeHHs; BUIIJKOBE 3HHUIIEHHS abo 3amiHa; 30iif y poOoTi ycTaTkyBaHHS,
€JIEKTPOXKMBJICHHS, JUCKOBUX CHCTEM, KOMIUIEKTYIOUMX €JIEMEHTIB Mepexi; HEKOpeKTHa
poboTa mporpaMHOro 3a0e3Me4eHHs, 30KpeMa BHACIHIJIOK 3apaXEHHS KOMIT IOTEPHUMH
Bipycamu, Tommo [10, c. 46—47]. HaBMuCHUME 3arpo3aMH €: HECaHKIIOHOBAaHWH IOCTYI JIO
iHpopMamii 1 MepeKEeBHX pecypciB; PO3KpUTTS 1 Mogudikamis JaHWX 1 mporpam, ix
KOTIIOBaHHS, PO3KPUTTA, Momudikamis abo miamiHa Tpadika OOUYHCIIOBAIEHOI MeEpexi;
po3poOKka 1 TOIIMPEHHS KOMIT FOTEPHHUX BIpYCiB, BBEICHHS B MpOorpamMHe 3a0e3ledcHHS
norivHUX OOMO; Kpaai’Kka MarHiTHHX HOCIiB i pPO3paXyHKOBHX JOKYMEHTIB; pyHHYBaHHS
apxiBHOi iH(opMmarlii abo HaBMHECHE ii 3HUINEHHS; (haTbCU(iKaIlis MOBIIOMJICHD, BiIMOBA BiJ
(axty oxeprxanHs iHdopmaii abo 3MiHa yacy Il IpUOMy; NEPEXOIUICHHS Ta 03HAWNOMIICHHS 3
iHpopmaili€ero, 110 nepeaana kaHamamu 38°s3ky [11, ¢. 50]. Take GaueHHsl, IiHCHO, 3aCIyrOBYe
Ha yBary 3 OOKy JepiKaBH, 3aBIsKH Takiii kiacugikaiii MOXKHA BHSBUTH YMHUCHICTH il
cy0’€KTa BUMHEHHSI Ta CTBOPEHHS 3arpo3, 10 JI03BOJISIE PO3POOUTH i€BY Ta CIIPABEMIUBY Mipy
MOKapaHb.

OTXe, MOXXHA CIIOCTEpIraTW BiJCYTHICTh €IWHOI MO3WIIi MIOAO BHIIB Ta MPUYINH
BUHHMKHEHHS 3arpo3, KOTpi BIUIMBAIOTh Ha iHQOpMaliiHy CKJIAJ0OBY HaliOHAIBHOI Oe3nexu
VYkpainu.

Ha namry gymMKy, 10 OCHOBHUX BB Ki1acu(iKallii 3arpo3 BapTo BiJHECTH:

1) 3arpo3u 3a IXHIMHU HacJliIKaMU: He3Ha4HI (110 HE CYTTEBO BILIMBAIOTH Ha CUTYaIlil) Ta
cepiio3Hi (10 CIPUYMHWIN HETATHBHI HACIHIAKN Y CYCHiJIBCTBI, HATIPHKJIAA: PO3KOJI JACPIKABH,
MOYaTOK BHYTPIMIHIX Ta 30BHINIHIX KOH(IIIKTIB, BHHUKHEHHS 0COONCTHX MPOOIEM y TpOMaJIsTH
4yepe3 HeBipHE 3acTOCYBaHHs iH(opMaIlii):

2) BHyTpimHI (Cy0’€KTOM CTBOPEHHS 3arPO3H € TPOMASHIH Y KpaiHu, sSIKuil nepedyBae
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Ha TepuTopii KpaiHW, JepkaBHI OpraHH, CJIy>KOOBI OpraHd TOLIO) Ta 30BHIIIHI (Cy0’eKTOM
CTBOPEHHSI 3arpo3H € 1HO3EMIIi Ta BilajJa iHIIUX JIepKaB) 3arpO3H;

3) HaBMHCHI Ta BUIIaIKOBI 3arPO3H.

CrorozHi B YKpaiHi He iCHYe yHIBepCaJbHOTO IMiAXOAY 10 Oe3NeKH, 10 rapaHTyBaB Ou
CTOBIZICOTKOBHH 3aXHCT. SIK HACHiZOK, XaKepW Ta 3JOYHHII ITOCTIHHO BIOCKOHAJIOIOTH CBOI
METOAM 3J0MYy Ta MPOHUKHEHHSA. ToMy cucTeMH iHpopMamiiHOi Oe3mekn MOoTpeOyIOTh
MOCTIHHOTO PO3BUTKY Ta IIOCHUIICHHS.

Jlo amMmiHICTpaTHBHO-TIPaBOBUX 3aXOJiB Yy IBOMY KOHTEKCTI BapTO BiJHECTH came
TIOJITHYHI Ta 3aKOHOTBOPYI 3aXOIH, 3aBISIKU SIKUM CTBOPIOIOTHCS HOBI NPAaBOBi IOHATTS Ta
METOIU 3aXHCTY.

30 O6epesns 2023 p. Kabiner MinicTpiB YKpaiHM 3aTBepAUB HOBUH aKTyalbHUH IUIaH
3axoxiB 3 peamizauii Crparerii inpopmariiiHoi Gesnekn Ha nepion mo 2025 poky (mami —
Crparterist). Cama Crparteris indopmaniiinoi 6e3mekn Oyia 3aTBepiykeHa pimeHHsIM Pann
HalioHAJILHOT Oe3neku i oboponu Ykpainu Bix 15 xostHs 2021 p.

Mertoto Crparerii € MOCHIICHHSI CIIPOMOXKHOCTI JIepXKaBU rapaHTyBaTH iH(opMaLiiiHy
Oesmexky Ta iH(MoOpMaIifHUN mpocTip, 3abe3medyBaTH CYCHUTFHO-TIOMITHYHY CTaOiBHICTD,
000pOHO3ATHICTD NIEpKABH, 3aXUCT HALlIOHATHHOTO CYBEPEHITETY, TEPUTOPIaTBbHOI IIiJIiICHOCTI
VYkpaiHu, JEeMOKpAaTHYHOTO KOHCTUTYIIIHOTO Inaxy, mpaB i cBOOOX ycix TrpomMaasH 3a
JOTTOMOT 010 iH(popMaIiiitHux 3aco0iB Ta iHCTpyMeHTIB [12].

I3 mmamy 3axomiB 3 peamizamii Crparerii iHpopmarifiHOi Oe3nmexkw Ha mepiox I0
2025 poky, 3aTtBepmkeHoro posmnopsmkeHHEaM Kabinety MinictpiB Ykpainu Bim 30 OepesHs
2023 p. Ne 272-p., BOaYaeThCs JOPCYHUM BH3HAYMTHU MIEBHUM MEPEITiK 3aXO0/iB ISl TTOA0IaHHS
pisHMX 3a Buaamu iHdopmauiiinux 3arpo3. Hampuknan, mis nportumii aesindopmarii Ta
iHpopMaliiHUM ~oOmepallisiM, HacamIepes JepiKaBU-arpecopa, CHPSMOBAaHUM, 13-TIOMIXK
IHIIIOTO, Ha JIKBIJAINIO HE3aJCKHOCTI YKpaiHH, IOBAJCHHS KOHCTUTYIIHHOIO Jamdy,
MOPYILIEHHS! CYBEPEHITETy 1 TepUTOpiaibHOI LTICHOCTI JepikaBH, IpomaraHgy BiiiHH,
HACHJIbCTBA, JKOPCTOKOCTI, PO3IMATIOBAHHS HAI[IOHAIBLHOI, MIKETHIYHOI, PacoBOi, peiriiHol
BOPOXKHEUI Ta HEHABHCTi, BUNHECHHS TEPOPUCTHIHMX aKTiB, MOCATaHHS Ha IpaBa i cBoOOAM
JIIOIMHY 1 TPOMaJsTHIHA, Oy TyTh 3AIMCHIOBATUCS TaKi 3aXOH:

1) 3xiticHeHHs 300py Ta MPOBEACHHS aHATI3Y iHPOPMALIHHIX TaHUX;

2) TpOBEICHHS MOHITOPHHTY CIICHiaTbHUMH METOIaMH 1 cItocoO0aMiu BITYM3HSIHHUX Ta
1HO3eMHHUX Mefia, [HTepHeTy 3 MeTOr0 BUSBICHHS 3arpo3 HaIllOHaNBHIN Oesmeni YKpaiHu B
iHpopManiiHii chepi;

3) 3amyck Ta MIATPUMKAa MeEXaHi3My CHUCTEMHOTO MOHITOPHHTY 1HO3EMHOTO
iHpopMaliHHOrO TOJII 3 METOK BHSBICHHS aHTHYKPAlHCBKMX Ta JAe3iHpopMariiHuX
HapaTuBiB,;

4) 3abe3neueHHs Ha MOCTIHHII OCHOBI NPOBeICHHS aHali3y 1H(OPMALIITHOTO TPOCTOpY
3 METO0 THYYKOI'O pearyBaHHs Ha MOTEHIIHI 3arpo3u HOro (QyHKIIIOHYBaHHIO;

5) 3milicHeHHS MOOYBaHHSA, AHATITHIHOTO OIPAIFOBAaHHA, OOpOOJECHHS Ta HaJaHHS
PO3BigyBasmbHOI iH(OpMAILIii B ycTaHOBIEHOMY 3aKOHOM YKpainu «IIpo po3Binky» mopsaky;

6) TMiATOTOBKA IPOBEJECHHS CHCTEMATHYHOTO  y3arajbHIOIOYOTO  MOHITOPHHTY
HAIIOHATFHOTO 1HQOPMAIIHHOTO TPOCTOPY Ha MpeaMeT BHUSABJICHHS He3iHpopMarii, IIo
MICTHTB 3aTPO3H JJIs HalliOHAJIhHOT Oe3IeKn Y KpaiHu;

7) TiATOTOBKA IPOBEJCHHS CHCTEMAaTHYHOTO  y3arajbHIOIOYOTrO0 MOHITOPHHTY
iHO3eMHOro H(GOpPMaLIHHOrO MPOCTOPY (CTOCOBHO OKPEMHUX KpaiH) Ha NpPEIMET BUSIBIICHHS
Je3ingopmaltii, 110 MIiCTHTh 3arpO3H [T HALIOHAIBHOI Oe3meku YKpaiHy;

8) mpoBeneHHS  OQILIHHOrO  MOHITOPHUHTY  TENEPaAioNnporpaM  YKpaiHChKHUX
Tenepaiioopradisamii Ta 1HO3€MHHMX MOBHHMKIB, IO PETPAHCIIOIOTh CBOI MNporpamMu Ha
Teputopii Ykpainu, Tomo [13].

VY upomy IuiaHi copMOBaHO 7 OCHOBHMX CTpaTreriyHux wineit Ykpainu o 2025 p. ans
JIOCATHEHHS CTAaOUTBHOI CHCTEMH 3aXUCTy iH(popMamiiHol Oe3mekn YKpaiHH, a TakKoXK
po3pobieno maibke 50 3axoaiB s OpraHiB JIep>aBHOI BJIa/IM, CIPSIMOBaHMX Ha 3aro0iraHHs
Ta HEWTpati3alilo BHYTPILIHIX 1 30BHIIIHIX iH(GOpMaLiitHUX 3arpo3.

HaBenennii 1OKyMEHT MOXXKHa BBaKaTH OCHOBOIO JUIA 3MiIHEHHS iHQopmaniiHol
6esnexu B Ykpainu y nepiog 2023-2025 pp., aje BBaXkaeMo, 110 OJHOTO JJIOKYMEHTY 3aMallo,
THM T1a4e CTpATerisl — [1e MeBHUIM AJITOPUTM Jiii Ta CUCTEMa 3aXO/liB, IO HE Mae€ IiBUIIICHOTO
KOHTPOJIO 3 OOKY JIepKaBHOI BJIaJIM 3a HOTO peai3ami€eio MOPiBHAHO 3 HaKa30M, IOCTaHOBOIO,
PO3MOPSHKEHHSIM, 3aKOHOM Tomo. [locTae Tomi MUTaHHS MPO TE, HACKUILKH JI€BOI0 MO>KHA
BBAXaTH HAABHICTh JUINE OJHi€i cTparerii y OopoTsbi 3 iH(popMamiiHOIO BiHHOIO Ta
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NPOTHUIEI0 IHPOPMALIIHHIM 3arpo3am KpaiHi.

BucHoBkn. TakuMm 4YMHOM, Ha >Kajlb, YMHHE 3aKOHOJABCTBO HE MICTHTh €IMHOTO
NOHATTS iH(opManiliHOT Oe3neKy, a 0TXe, IPOIIOHYETHCS AOTOBHUTH cT. 1 3akoHy YKpaiHu
«[Ipo HamioHanbHy Oesnexy VYkpaium» Bix 21 yepBHsa 2018 p. TakuM BH3HAUCHHSIM:
«ladpopmaniiina Ge3nexa — e 3aXUIIEHICTh TPOMAASHNHA, CYCIUIBCTBA Ta JCPXKABH B IIJIOMY
BiJ] TIOCSITaHB Ha MPO30PicTh iH(popMarii, o 3a0e3neuyeThCs pI3HUMH IIPAaBOBUMH 3ac00aMH 3
METOI0 BHKODPIHHTH BHTIK KoH(imeHHmiHHOI iH(OpMaIii, po3MOBCIOKEHHS HETPaBIUBOI
iH(popMarii Ta MocATaHHA Ha 3MiHY BHYTPIIIHEOTO COPUHHSTTS CBITY OyIb-KO1 0COOM».

BincyTHiCTP HOpMATHBHO 3aKpIIJICHOTO BH3HAYCHHS HE JTa€ TIOBHOTO PO3YMIiHHS, SKi
K caMe IiSHHS MOJKHa BifHECTH M0 iH(OpMAIifHWX 3arpo3, IO, BiANOBITHO, 3yMOBIIIOE
HECBOEYACHICTh X BUABJICHHS Ta HEHTpaizalii.

HasBHicTh Hapasi Jnie OJHOTO KOHLENTYaJbHOTO JOKYMEHTa JJsl 3alo0iraHHs Ta
HeWTpaizalii BHYTPIIIHIX Ta 30BHIMIHIX iH(GOpMaUiHUX 3arpo3 KpaiHi Ta CYCHIIbCTBY Y
BUIVIA/I TUIaHy 3axofiB 3 peamizanii Crpaterii iHpopmariiHoi Oe3neku Ha nepiox mo 2025
POKY He JI03BOJISIE 3 YIIEBHEHICTIO TOBOPUTH TIPO HaJIE)KHE HOPMATHBHO-TIPABOBE 3a0€3IeUeHHS
HaIllOHABHOI Oe3rmekn Kpainu Ta ii iHpopManiifHOi CKIIaI0BOI, a/pKe 3 OTIAAY Ha IOJI0KEHHS
ct. 17 Koncrurymii Yxpainu came 3abesrmedeHHs iH(popMariifHoi Oe3lekd BiIHECEHO IO
HaBaXIMBIMIMX (QYHKLIA JepkaBH HapiBHI i3 3aXHUCTOM YKPaiHCBKOTO CYBEpEHITETY Ta
TEPUTOPIATBHOI ILTICHOCTI.

KpimM TOro, mpoOIOHYETBCS y 3aKOHOAABYIH IUIOMIMHI BWU3HAYMTH IOBHUHM MeEperik
MOJKJIMBUX BUAIB iHOpPMAiHHUX 3arpo3 HAIiOHANBHIN Oe3meni YKpaiHu Ta JeTepMiHAHTH iX
MOIIMPEHHS; YiTKI 3aXO0AM pearyBaHHs OpraHiB JAEp)KaBHOI BJIad HAa BUHHUKHEHHS TaKHX
3arpo3; 3axOoJ TOCHJICHHS IOPUAWYHOT BIAMOBIAAIHHOCTI 3a BYMHCHHS TakWx i Ta
BCTAaHOBUTH TOKPOKOBHI ajarOpUTM MAild JUIsl BiZHOBJICHHS CTaOLIBHOT CHUCTEMH 3aXHCTY
iHpopMauiliHOi Oe3neku. He MeHI akTyanbHUM BOAYa€THCS TAKOXK BH3HAYEHHS TOTEHIIHHUX
KaHaJiB MPOHUKHEHHS IeCTPYKTHBHOI iH(popMauii B HalioHaNbHUHA iHOpMaLiiHUIT TpOCTIp
Ta TIIOCTYNOBE BUSBICHHS HOBHX IOTCHIIMHUX 3arpo3 sl CYCHUIbHUX, Jep)KaBHHX,
iH(pOpMaiHHUX, OpraHi3amiifHAX MPOIIECiB B YMOBAX [Iii IPABOBOTO PEXUMY BOEHHOTO CTaHY.
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ABSTRACT

Andrii Kalashnyk. Administrative and legal measures for prevention and neutralization of
internal and external information threat to national security of Ukraine. Based on the analysis of
current legislation and scientific achievements, the author formed the concept of «informational threats»
and researched measures to prevent and neutralize such threats to the integrity of the national security of
Ukraine.

Consideration of this topic in today’s realities is quite relevant, because solving national security
issues is an important element for the strong development of the country.

The main measures to prevent and neutralize threats that affect national security include control
over certain types of social relations, reforming state institutions, eradicating corruption, ensuring and
complying with Ukraine’s national security strategy, controlling and eradicating cybercrime, as well as
ending the so-called «information war» .

The author paid the most attention to the informational threats of the «information war», which
are aimed at creating a set of points of view, public opinion, complementary logical processes of thinking
and opinions on certain issues, which is desirable for the organizers of information propaganda, which
leads to the internal «split» of the country.

Since the full-scale invasion of Russia on the territory of Ukraine, the identification of
informational threats to the national security of Ukraine has been a constant phenomenon, which requires
the constant application of prevention and neutralization measures.

Keywords: information threat, security, national security, threats to national security, national
interests, state policy.
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